\ |
] [
NS4 University of Cyprus

NN\ L

KOINOMNPAZIA: MANENIZTHMIO KYMNPOY, YNOYPTEIO YTEIAZ KAl EONIKHZ APXHZ
HAEKTPONIKHZ YTEIAZ

¢

Project Title:

Deployment of Generic Cross Border eHealth Services in Cyprus
Agreement number: INEA/CEF/ICT/A2015/1151451

Action No: 2015-CY-IA-0095

TitAog: Cyprus Service Desk, Online Ticketing System

Release: v2.0

Ap. Avad. Dakélou: MK/2019/07/01

23 louAiou, 2020

Aevkwola



Baoikég MAnpodopicg Epyou

MAnpodopiegEpyou

Tithog Epyou

NCPeH CY

Kwdwkog Epyou

2015-CY-I1A-0095

I6loktrTtng Epyou

EONIKH APXH HAEKTPONIKH YTEIAZ

Itoela Emkowvwviog
JUVTOVLOTH £pyou

Turpo MAnpodopkig,
Mavemotuio Kumpou,
Newdopog Naveniotnuiov 1
AyAavtla

Aeuvkwoia

2109

KYMNPOZ

(+357) 22892697

(+357) 22892701
pattichi@cs.ucy.ac.cy




lotopko avaBewpnoswv

ApBuog | Huepopunvia
‘Ekdoong

Zuyypadeig

EKS0TNG

IXOAla

1 02/07/2019

KaB. Mattixng
Kwvotavtivog
Ap Mnvag
Kuplakidng
Movika KaAakoutn
MavAog Avtwviou
Maplog Neodutou

YY & MK

Mpwto NpooxédLo

2 23/07/20

KaB. Natrtixng
Kwvotavtivog
HpakAng Kuplakidng
MavAog Avtwviou
Maplog Neodutou

EAHY, YY
& MK

Tehwkn Ekdoon

Oewpnon Evtunou

Ovopa

I8L0tnTa

Huep. Oswpnong

Ap BAoog ZKOUTEANQG

ZUVTOVLOTAG EAEyXOU
TIOLOTNTOG MAPASOTEWV

07/10/2020

‘Eykplon Evtumou

Ovopa

I8otnTa

Huep. Eykplong

KaB. 2xilag Xplotog

MNpoedpog EAHY

08/10/2020




MNepiAnyn

KUplog otoxog tou €pyou autou eival n vAomoinon KatdAAnAwv SlaouvEEcewy Kat
SLASIKTUOKWY NAEKTPOVIKWY UTINPECLWY, OL OTtoleg Ba KAvouv eDLKTH TNV aviaAlayn
Tou ZuvormtikoU lotopilkoU Yyeiag (Patient Summary) kot HAEKTpOVIKWY ZuvTaywv
Qoapudkwv (ePrescriptions), pe okomo tnv emiteuén Twv akOAoUBwWV EMPEPOUC
OTOXWV:

1. Awacuvoplakn nepiBain kot acpaing mpocBacn ot mAnpodopieg yla tnv
vyela Twv acBevwv peTafl TWV EUPWTOIKWY CUCTNUATWY UYELOVOULKAG
nepiBaAPng, 16iwg 6cov adopd TNV avtaAlayr tou ZuvontikoU lotoplkol
Yyeiag acBevwv (Patient Summary) kat tnv HAektpovikn Zuvtayoypddnon
(ePrescription).

2. JUupPoAn otnv aodAlela Twv A0BEVWY, HELWVOVTAG TN OUXVOTNTA TWV
LATPLKWY OPOAPATWY KOl TTapEXovTag ypryopn mpocBacn otig mANpodopieg
yla tnv uyeia touc.

3. MMpooBaciuotnta oTIg cUVTAYEG Tou acBevouc, otav autog Bploketal oto
e€wTeEPLKO.

4. Noapoxn mAnpodopiag IWTIKAG ONUACLOG O EMElYOUCEG KATAOTACEL OTOV
enayyeApatia vysiag kat

5. Melwon twv enavoAnPewv SlayvwoTikwy SLadlkaclwv.

Abstract:

The NCPeH CY Service Desk supporting the problem and incident management is based
on the OpenSupports ticketing system. OpenSupports is an open source ticket system
that provides better management of users inquiries. Users can send tickets through
OpenSupports and the ICT service desk team can handle them appropriately. The
software has tools to manage the tickets, staff members, the departments where staff
members belong to, and custom responses, multi-language support. It also let
administrator staff to write articles for known errors, root causes and workarounds to
allow quicker diagnosis and resolution. The procedures in support of NCPeH Service
Desk operations based in the OpenSupports tool are further documented in this annex
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1. Introduction

The operational services for cross boarder healthcare, within the participating countries, MS are
expected to provide support to different actors involved in the usage of cross-border eHealth
services.

In Cyprus, the National Electronic Health Authority and the MOH are in charge of providing a
dedicated Service Desk for problem and incident management supporting the NCPeH CY. The
Service Desk concentrates on restoring unexpectedly degraded or disrupted services to users as
quickly as possible, in order to minimize business impact. In addition, the personnel of the Service
Desk will perform root cause analysis to determine and resolve the underlying causes of
incidents, and proactive activities to detect and prevent future problems/incidents. This also
includes the creation of known error records, that document root causes and workarounds to
allow quicker diagnosis and resolution. The new Service Desk is based on the OpenSupports
ticketing system [1]. OpenSupports is an open source ticket system for giving support to clients
of a company or to users of a platform. It provides better management of users inquiries. Users
can send tickets through OpenSupports and the staff can handle them appropriately. The
software has tools to manage the tickets, staff members, the departments where staff members
belong to, custom responses, multi-language support. It also let administrator staff to write
articles for known errors, root causes and workarounds to allow quicker diagnosis and resolution.

The Service Desk can differentiate tickets submitted by users as incidents or problems. This
differentiation can be performed by a staff member by assigning a different tag (“incident” or
“problem”) on the ticket when inspecting the submitted tickets.

The Service Desk incorporates a documented incident management procedure keeping records
of all reported incidents with at least the following details:

1) types of incidents: The incidents are categorized on the basis of the department, and the staff
can filter the incidents per department. Additionally, a set of tags can be created in advance, and
can be assigned to the ticket at inspection time by the staff.

2) classification (urgency i.e timeframe and priority, impact level)? Each ticket is submitted with
low priority and the staff can re-prioritize the ticket as low, medium or high priority.

3) updating: The status of a submitted ticket can be updated by the staff at any time in terms of
changing department, modifying priority, assigning owner and closing or re-opening ticket.
Owner is the staff member who is mainly responsible for the resolution of the ticket.

4) escalation: Initially a submitted ticket is not assigned to a specific staff member. At inspection
time, a staff member can escalate the incident by assigning the ticket to a specific staff member.

5) resolution: Any staff member can respond to a ticket submitted under the department where
the staff member is assigned.

6) closure: If an incident is resolved, then it can be closed (it can be re-opened later if needed).



7) transfer eventually to problem management:

8) historical timeline: The list of tickets is sorted by date. Also, within each ticket, responds are
ordered by date as well.

The same procedure is followed for problem management:

1) recording: Problems are recorded to the system as tickets and are assigned a “problem”
tag.

2) classification (urgency i.e timeframe and priority, impact level): as incidents
3) updating: as incidents

4) escalation: as incidents

5) resolution: as incidents

6) closure: as incidents

2. Involved Actors

Based on the eHDSI Country Service Desk Guideline V1.1.1 2018/08/01 document [2] the Service
Desks on national level need to provide support for different groups of actors. Our system
provides support for all recommended actors:

Patient: Patient, residing in Cyprus, who aims to use cross-border eHealth services. These
patients may have questions related to the cross-border services provision and its
possibilities.

o Note: Patient does not have access to the NCPeH CY Service Desk to ask questions.
Patient’s questions are supported by phone calling to 22604100. More
information can be found in Annex OP 1 Service Operation Plan in Section 3.

Health professional: Health professional, acting within Cyprus, as end-user of the system.
Third party vendors / Software integrators: Companies integrating communication with
national eHDSI services (e.g. NCPeH) into their primary software.

Foreign country Service Desk: Contacting or being contacted by Service Desk from
another country operating within eHDSI, for resolving issues arising from cross-border
exchange.

o Note: Other countries contact by email to ncphelpdesk@cs.ucy.ac.cy and the
related officer is responsible to register the issue to OpenSupports. As the issue
will be fixed, the officer will reply by email to the foreign country contact point to
reference the progress. More information can be found in Annex OP 1 Service
Operation Plan in Section 3.

These actors were incorporated to the system as groups of users. During user sign up process,
the user must be assigned to one of these groups.
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3. Staff and Departments

The staff who is going to be responsible for answering to tickets issued by the involved actors is
categorized into 6 departments. The 6 categories obtained from the aforementioned pdf file [2]

are:

e Organizational

o Legal

e Operation Services
¢ Information Security
e Technical

e Semantic

4. Procedures
4.1 Admin Log In and Statistics

4.1.1 Logininto Admin panel

To login in the admin panel, you have to go to the path / admin

For example http://yourwebsite.com/support/admin

AA t
wOpenSupDor S

Ema

Figure 1: Admin panel.

1. Go to /admin.
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2. Input your staff user credentials.
3. You will have access to the admin panel.

4.1.2 Metrics and trends (Statistics)

When you first enter the dashboard, you will see metrics and trends about system activity.

Welcome, = English

x4 & & = %

Tickets Lsers Articles Staff Settings

Flouris Tanteles

My Accourt | Close session

Statistics

Here wou can wiew statistics rel ated to tickets and signups

Figure 2: Admin dashboard - statistics section.

The statistics section keeps track of all ticket system metrics and provide visually appealing trends
of the metrics.

Last 7 days

159 259 265 110

Tickets created Tickets closed Signups Replies

Figure 3: Admin dashboard — statistics section (trends).

In the figure, 4 metrics are illustrated:
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o Tickets Created indicates the number of tickets that have been created during the last
days.

e Ticket Closed indicates the number of tickets that have been closed during the last days.

e Signups indicates the number of user registrations that have been done during the last
days.

e Replies indicates the number of tickets that have been answered during the last days.

Below metrics, the trends of the metrics are illustrated.

Also you can see choose to see the information above for the last 7 days or the last 30 days.

4.1.3 Last Activity

WWelcome, == English

& & & = o

Articles

Tickets

Flouris Tanteles

My Account | Close session

Last Activity

My notifications All notifications

Figure 4: Admin dashboard — Last activity section.

e My notifications will show you the last activity regarding the tickets you have assigned.
¢ All notifications will show you all the last activities of the whole system.

4.2 Configure OpenSupports settings
4.2.1 Email Settings

Email server address: Indicates the email address that will be on the from and replyTo parts of

the email. Image header URL: Indicates the url of the header image to be shown in the sent
emails. By default it's OpenSupports' logo.

4.2.2 Configure SMTP

1. Configure Email server address

2. SMTP Server: Indicate the server with it's port in this format {HOST}:{PORT}, for example
tls://smtp.gmail.com:586

3. SMTP User/SMTP Password: Indicate the SMTP credentials.

4. Make sure to hit TEST button to check the connection is working

5. Click Save when you're ready
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4.2.3 Configure IMAP

For creating tickets from emails, we connect to an IMAP server folder, check the messages,
create tickets based on those and the delete the emails.

1.
2.

o v kW

Configure Email server address. Do not use a noreply address.

IMAP Server: Indicate host with with folder to check emails, for example
{imap.gmail.com:993/imap/ssI}INBOX

IMAP User/IMAP Password: Indicate the IMAP credentials.

Generate a IMAP Token. This serves as password for polling the emails.
Make sure to hit TEST button to check the connection is working.

Click Save when you're ready.

Remember to take a look to the infobox below. To parse emails and create tickets, you have to
make a POST request to the indicated url and provide the IMAP Token. It's recommended to
make it frequently, for example you can use a hook that calls it every time an email is received.

Here is a configuration video tutorial if you need more explanation.

4.3

Handle topics and articles

You can Create articles to solve your user's frequently asked questions (FAQs), known errors,
root causes and workarounds to allow quicker diagnosis and resolution and to provide them
with How-To Guides about the offered service as shown below:

Article List

Q FAQ - Freguently Asked Questions

@ About us

Figure 5: Admin dashboard — Article list.
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4.3.1 Create a topic

Add Topic

Here you can add a topic thatworks as a category for articles.

Frivate & CANCEL

Figure 6: Admin dashboard — Add topic.
In order to create a topic follow the steps below:

Go to "Articles"

Go to "Article list"

Click on "ADD TOPIC" button
Input some Title

Choose an Icon

Choose a Color

Click on "SAVE" button

No v kwbNR

4.3.2 Create a new article

Under any topic, you can add articles as shown below.
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= English

W s s s

Dashboard Tickets Users

=05 Fo i
-
Staff Settings

Flouris Tanteles

My Account | Close session Aricle List

Article List

This is alist of articles that includes information about aur services.

E FAQ - Frequently Asked Questions

Add nes article

Figure 7: Admin dashboard — Add article under a topic.

Add article

Here you can add an article thatwill be available for every user. Itwill be added inside the category FACL

Title

Cantent

Marmal

Figure 8: Admin dashboard — Add article editor.
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Follow the steps below to create an article:

Go to "Articles"

Go to "Article list"

Under a topic of your interest, click on "Add new article" button
Input some title

Input some Content

Click on "ADD ARTICLE" button

o Nk wNR

4.4 Handle staffs and departments

You can add as many staff members as you want and assign each of them the set of departments
they will respond. Every ticket belongs to one department. You can assign each staff member a
set of departments he will be in charge.

Wyelcome,

B English

. W s s 2 =
-

Dashboard Tickets Articles

Flouris Tanteles

My Account | Close session Staff Members Departments

Staff Members

Here yvou can see who are your staff members.

All Departrents

A Last login
- Flouris Tanteles D assigned tickets 0 closed tickets 01 Ul 2019 at 1622
N ) ) ) ) Lastlagin
| SN lmannis Constantinou O assigned tickets 0 closed tickets 01 Jul 2019 at 16 21

Figure 9: Admin dashboard — Staff and Department section.

4.4.1 Add a new staff member

Go to "Staff"

Go to "Staff Members"

Click on "Add new staff" button
Input some Name

Input some Email

ok wnNR

Input some Password
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7. Choose one Level
8. Choose one or more Departments
9. Click on "SAVE" button
4.4.2 Edit a staff member
1. Go to "Staff"
2. Go to "Staff Members"
3. Click on a staff's name
4. Input some New password and repeat it
5. Click on "Update password" button
6. Select a new Level
7. Click on "Update Level" button
8. Select some different department
9. Click on "Update departments" button

10. Click on "DELETE STAFF MEMBER" button
11. Click on "YES" button on "Confirm Action" box

4.4.3 Create a new department

1. Go to "Staff"

2. Go to "Departments"

3. Input some Name

4. Click or not on "Private" checkbox
5. Click on "Add department" button

4.4.4 Filter by Department

1. Go to "Staff"

2. Go to "Departments"

3. Click on department list.

4. Choose the department you want to filter from.

4.4.5 Delete a department

1. Go to "Staff"

2. Go to "Departments"

3. Click on department's name you want to delete
4. Click on "Delete" button

4.5 Handle tickets

Simple users can view previous submitted tickets or create new tickets using the dedicated
menu item as shown below.



Welcome, B5 English

Dashboard . X
Ticket List

Here you can find a list of all tickets you have sent to our support team.

[B) Ticket List

<= Create Ticket

& View Articles Number Title Department Date
& Edit Profile

& Close session

Figure 10: User dashboard — Tickets section.

Staff member users can submit, view and manage tickets from the dedicated section of the
system as shown below. Staff member can modify ticket status in terms of changing
department, assigning owner, close or re-open ticket and provide response to the issuer.

The section “My Tickets” includes all tickets submitted by the logged in staff member user.
The section “New Tickets” includes new tickets that were not assigned to anyone.

The section “All Tickets” includes tickets of the departments that the logged in staff member
user is assigned.

WWelcome,

== English

& & = o

Users Articles Staff Settings

Flouris Tanteles

My Accourt | Close session hl i ets g cgts All Tickets Custom Responses Custom Tags

My Tickets
Here you can view the tickets you are responsible for.

All Departments Show Closed Tickets

MNumber Title Priority Department Author

Powered by

Figure 11: Admin dashboard — Tickets section.
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Create a new ticket

Go to "Tickets"

Go to "My tickets"

Click on "Create Ticket" button
Input some Title

Select one Department

Select one Language

Input some Content

Click on "CREATE TICKET" button

Filter Tickets by Department

Go to "Tickets"
Go to "New Tickets"/"My Tickets"
Click on department list.

Choose the department you want to filter from.

Filter Tickets by Keyword

Go to "Tickets"

Go to "All Tickets"

Click on search box.

Type the text you want to filter from.

Show Closed Tickets

Go to "Tickets"
Go to "All tickets"/"My Tickets"
Click on "Show Closed Tickets" checkbox

Handle custom responses and tags on Tickets

Don't repeat yourself. With OpenSupports system you can customize your own templates to
respond tickets. A custom response is a template used when you need to respond a frequently
asked issues.
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Wielcome,

E5 English

& & = o

Users Articles Staff Settings

/2
-

Flouris Tanteles

My Account | Close session by Tickets Mew Tickets All Tickets esponses Custom Tags

Custom Responses

Custam responses are autormated responses for common problems

Custom RESpONsSEs

Figure 12: Admin dashboard — Tickets section — Custom Responses.

4.6.1 Create a new custom response

1. Goto "Tickets"

2. Go to "Custom Responses"
3. Input some Title.

4. Input some Content

5. Select the language

6. Click on "Save" button

4.6.2 Use a Custom response

Go to "Tickets"
Go to "My tickets"
Select a ticket.

Click on "Select custom response" search box.
Choose the custom response you are looking for.

7
1
2
3. Goto "Respond" box
4
5
6. Click on "RESPOND TICKET" button

4.6.3 Create a new Custom Tag

1. Goto "Tickets"

2. Go to "Custom Tags"

3. Click on "CREATE CUSTOM TAG"
4. Input some Name

5. Select one Color

6. Click on "SAVE" button
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4.6.4 Delete a Custom Tag

1. Goto "Tickets"

Go to "Custom Tags"
Click on the cross of the tag you want to delete "CREATE CUSTOM TAG"
Click on "YES" button of the "Confirm action" box

W

4.7 Handle Users

Users can be added to the system in two ways. Firstly, a user can sign up on his/her own using
the dedicated sign up form in the homepage of the OpenSupports System. The link to the sign
up form in on the top left side of the main menu as shown below:

Login Signup B English

NCP Support Center

elcome to gur support center, ¥ou can contact us through a tickets system. Your tickets will be answered by our staff.

LOG IM

ermail

password

Remember me TICKETS ACCOUNT ARTICLES

din E 1o our artic

LOG IN

Forgot your password?

Figure 13: User login webpage.

The sign up form is illustrated below:
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Sign up

Here vou can create an account for our support center. Itis required to send tickets and see
documentation.

Full name

Email

Password

Repeat password

Group @

Health professional

Figure 14: Sign up form.

Secondly, the administrator can add users to the system from the administration dashboards.
The administration can add, delete users can search them by a keyword and can also ban or
unban a user from accessing the system.
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Welcome,

/e
-

Dashboard

Flouris Tanteles

My Account | Close session List Lsers Ban Users

List Users

Tickets

B English

& = o

Articles

Custorm fields

This is the list of users that are registered in this platform. ¥You can search for someone in particular, delete it or ban it

Q

Name

Powered by

4.7.1

4.7.2

1.

2.
3.
4

4.7.3

NoukwNR

Tickets A« Sign up date 4

Figure 15: Admin dashboard — Users section.

Add a new user

Go to "Users"

Go to "List Users"

Click on "Add user" button

Input some name

Input some email

Input some password and repeat it
Click on "SIGN UP" button

How to find some user by keyword

Go to "Users"

Go to "List Users"

Click on search box.

Type the text you want to filter from.

How to ban and unban an user

Ban an user

1.
2.

Go to "Users"
Go to "List Users"
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3. Select the user's name you want to ban.
4. Click on "Delete and ban" button
5. Click on "YES" button in the "Confirm Action" box

Unban an user

1. Goto "Users"
Go to "Ban Users"
3. Click on "Disable ban" button of the user ‘email you want to unban.

4.7.4 How to handle Custom fields

Custom field is used when you need to identify users with some specify field as for example by

the group he belongs to, or by the location etc.
Create a custom field

Go to "Users"

Go to "Custom fields"

Click on "NEW CUSTOM FIELD" button
Input some Name

Input o not some Field description
Choose one Type

Click on "SUBMIT" button
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Delete a custom field

Go to "Users"

Go to "Custom fields"

Click on "REMOVE" button of the custom field you want to delete
Click on "YES" button of the "confirm action" box
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Incident service management:
Phone (the number is +357 22604100) 24 by 7

email: ncphelpdesk@cs.ucy.ac.cy

Incident service management

A range of resources are available in order to manage the NCPeH related incidents (including
specific / applicable information security incidents).

NCPeH has implemented the following:

e A set of people dedicated to incidents response with enough technical and
communications skills to face any incident.
e Physical room or building where security incidents can be treated and tracked in a safe
way.
e The response team NCPeH Service Desk have the appropriate hardware and software
toolsets to handle a wide spectrum of incidents.
e Communication lines: the following communication lines are available —as a minimum -
to report incidents, in this preferred order:
o Phone (the number is 22604100) 24 by 7
o eMail: ncphelpdesk@cs.ucy.ac.cy

All this operational components and channels are available on a 24x7 basis.
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